Software that spots hidden networks 
Electronic ties that bind
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Technology can help uncover dangerous cliques in companies
IT IS one of the more unusual cases that Elizabeth Charnock has worked on. Several years ago, Ms Charnock’s software company, Cataphora, based in California, analysed the contents of e-mails sent by employees at a firm that had been sued by America’s government for supposedly inflating charges on federal contracts. Cataphora’s analysis helped to prove that the allegation was groundless. But it also revealed that some executives at the company shared an interest in bondage, lacing their e-mails to one another with references to their proclivity but making no mention of it in correspondence with other staff. 
In this instance, the result was simply deep embarrassment. But other companies have ended up in serious trouble because of hidden networks. “In internal corporate investigations you often find informal cliques that communicate in ways designed to execute a fraud or to cover it up,” says Robert Sherry, a partner at K&L Gates, a law firm. The recession increases the risk that such groups of rogue employees will be tempted to engage in wrongdoing to protect their jobs or bolster their finances.
At the same time, the volume of electronic communication is exploding, complicating efforts to spot misconduct. Forrester, a research firm, reckons corporate e-mail archives are growing by over 40% a year. The ability to identify internal cliques can keep legal bills down by allowing lawyers to spot potentially damaging activity fast. Firms that swiftly uncover and put a stop to wrongdoing might also get more lenient treatment from regulators if, say, their employees are found to have broken antitrust rules.
That is why firms such as Cataphora and RenewData that specialise in e-discovery—the practice of mining electronic records to unearth important data and relationships—are seeing healthy demand for their services. Cataphora’s software lets firms analyse everything from e-mails to electronic calendars and thus build a picture of typical patterns of communication across their operations. It then flags exceptions to those patterns, such as individuals who send many messages to one another even though they are not in the same unit and have little reason to interact.
The software can dig deeper still by analysing linguistic patterns. In one case, Cataphora spotted a link between several executives at a firm that had been issuing bogus invoices to inflate its revenues. A program flagged that the executives, who were all in on the scam, had been using the same unusual sign-off phrase in their e-mails, which turned out to be associated with a college fraternity to which they had all belonged.
